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Spectrum engineering: helping to ensure
efficient and interference-free wireless
communications

Congestion of the radio spectrum is growing with an ongoing rise in the demand for
more wireless services. More people are using mobile communications, Wi-Fi,
wireless microphones and short range devices — such as car key fobs — than ever
before. National communications regulators are faced with the challenge of identifying
new frequencies for new uses while preventing interference to existing users of the

spectrum.

In the past it was easier to find suitable frequencies with sufficient separation to avoid
interference. Then, there were fewer applications available and data rates were lower,
but significant advances in technology and resulting increases in demand for spectrum
in recent years have made this more challenging. There is now a need to pack more
applications into a limited set of frequencies, and to explore novel ways for different
users and applications to share spectrum. It is therefore becoming increasingly
important to be able to understand and quantify the causes and likelihood of
interference occurring between different systems.
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Figure 1: Congested frequency allocations in Europe — several applications need to share the
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Causes and effects of interference

Interference occurs when a transmission from one system disrupts the reception of
signals at the receiver of another nearby system. It can occur between systems
operating on the same frequency - this is known as co-channel interference — or
between systems in frequencies that are close — this i1s known as adjacent channel or
adjacent band interference. It is worth noting that there are other types of interference
such as intermodulation but they are not covered here.

Co-channel interference is a result of the interfering signal "drowning out" the victim
signal as it has sufficiently high energy at the receiver to impair reception. Consider as
a simple analogy a conversation between two people across a room being disrupted by
another louder person.

In adjacent channel interference there are two main causes of interference:

1. Energy from the transmitter "overflowing" into adjacent frequencies. This is due to
the design of the transmitter, which is not able to sufficiently filter out leakage into
adjacent frequencies, and is known as unwanted emissions

2. The receiver picking up signals from outside its own frequency. This is due to the
design of the receiver, which is not able to distinguish between energy received on
its own frequency and other frequencies. This is known as blocking or receiver
selectivity


http://www.efis.dk/views2/graphTool.jsp?searchOption=Application
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Figure 2: Causes of interference: unwanted emissions and blocking

In practice both of these can occur simultaneously. Sometimes it is necessary to
improve the design of both the transmitter and receiver to prevent interference, which
1s becoming increasingly important as the spectrum becomes more congested.

As a simple example consider a "noisy neighbour" scenario between two adjacent
houses, both with open windows. Reduction in out-of-band emissions can be
compared to the noisy neighbour (interferer) closing their windows to reduce the noise
leaving the building. Improving the receiver selectivity can be compared to the quiet
neighbour (victim) closing their windows to stop the noise coming in. There are other
possible solutions such as the noisy neighbour reducing the volume, or the neighbours
discussing to agree reasonable limits on the noise. Equivalent solutions also exist in
the radio spectrum world.

The impact of interference to the victim user depends on the type of system. In
broadcasting or voice telephony any amount of interference can result in a noticeable
disruption of the signal such as loss of picture or audio. In applications such as mobile
data or Wi-Fi networks interference generally results in a reduction in the victim user's
data rate, the severity of which depends on how much interference power is received.

How can interference be predicted?

In order to avoid the possibility of interference, national authorities and international
bodies, (including the ECC) need to quantify the likelihood of interference when
proposing a new use of a frequency band. This is typically done through theoretical
calculations known as sharing studies, which usually refer to in-band studies, and
compatibility studies, which refer to adjacent band studies. Theoretical studies are
necessary because it is not always possible to perform measurements on real systems,
particularly in cases where the systems are still under development. Two types of
studies are commonly used:

1. Deterministic studies based on fixed parameters, using the Minimum Coupling Loss
method. This is a worst-case assessment of interference. The results usually
determine the minimum required separation distance (in space or in frequency)
between two systems to avoid interference.



2. Statistical studies based on variable parameters, using the Monte Carlo method.
This 1s a more realistic assessment, which takes into account the real-world
variation and randomisation of certain parameters such as the relative positioning of
systems. The result is a probability of interference for the scenario under
investigation, which can be compared against a relevant threshold to determine if
the level of interference is considered to be a problem or not.

These studies can be performed using a range of software tools. An example is
SEAMCAT for Monte Carlo analysis, which is an open-source software tool used for
ECC studies.

In some cases the assumptions used in the studies can be validated through laboratory
measurements of real systems, or through field measurements.

If the results of studies show that interference may occur, it may be necessary to
investigate different mitigation techniques to minimise the risk of interference. This
could include specification of additional filtering to be applied to the transmitter or
receiver, additional frequency separation between both systems, restrictions on the
usage of the new system such as limits on maximum transmit power or geographical
restrictions on where the new system can be used. In addition, with the emergence of
new technologies, new and innovative sharing solutions are being explored. For
example, techniques such as geolocation and licensed shared access (LSA) have been

recently assessed by the ECC.

This overall process, including the prevention of interference by quantifying the risk
through studies, and the cure through identifying suitable mitigation, is known as
spectrum engineering.

The ECC's role in ensuring efficient use of the radio
spectrum

The ECC's role in spectrum engineering is two-fold:

1. It ensures harmonised use of the radio spectrum across Europe. This means
producing common regulations for use of spectrum in specific frequency bands in
all CEPT countries, to allow wireless communications equipment to be sold across
Europe. This results in cheaper devices to produce and lower costs for the operator
and ultimately the user.

2. It protects against cross-border interference. As propagation of radio waves doesn't
stop at national borders, it is necessary to produce recommended co-ordination
procedures to ensure interference does not occur between neighbouring countries.

The ECC's Working Group Spectrum Engineering (WG SE) and its project teams are

responsible for conducting sharing and compatibility studies to meet these aims.


http://www.seamcat.org/
http://www.cept.org/ecc/topics/geolocation-databases
http://cept.org/ecc/topics/lsa-implementation
http://cept.org/ecc/groups/ecc/wg-se/client/introduction/

Challenges in predicting the unknown

One of the major challenges in spectrum engineering is in attempting to predict the
future based on uncertain information. Sharing studies need to have accurate input
assumptions in order to produce meaningful and reliable results. The phrase "garbage
in, garbage out" is often quoted in this context. But in many cases spectrum engineers
are working with future technologies where not all the parameters can be defined in
advance of the deployment of the new technology. In such cases it is important to
conduct a range of studies based on different input assumptions to ensure that all
possibilities are covered. Cooperation with relevant standardisation groups, in
particular ETSI, the European Telecommunications Standards Institute, is important to
ensure suitable harmonised equipment standards are produced. They allow for
coexistence between systems.

It is also important to ensure the studies and subsequent reports are clear and
transparent, to ensure that the results can be understood in the correct context, and
reproduced (by making available the underlying calculations, such as SEAMCAT
workspaces) if necessary.

Project Team SE 21 is currently working on ways to better characterise both

transmitter unwanted emissions and also receiver parameters to ensure accurate studies
can be produced with more favourable conditions to allow future efficient use of
spectrum.

Future opportunities and new sharing techniques

The wireless world is evolving rapidly with increasing demand for new uses and
higher data speeds, particularly mobile applications. This means spectrum engineers
need to consider new and innovative ways to ensure efficient use of spectrum.

The ECC identified the need to enable new spectrum sharing techniques in its strategic
plan for 2015-2020, as well as the need to promote the use of higher frequency bands

to meet the needs of new demands.

In this context, one of the examples the ECC is currently studying is the potential
introduction of the 5t generation of mobile communications (5G) in various frequency
bands from 24-86 GHz, referred to as millimetre wave bands. These bands are much
higher in frequency than those currently used for mobile, so they bring a new set of
sharing challenges with existing users of these bands, which include satellite and
scientific services and fixed links, among others.

However, these higher frequencies result in shorter link distances and allow new smart
antenna technologies to be used, both of which help to reduce the risk of interference
and can facilitate new opportunities for sharing. The possibility of more flexible


http://www.cept.org/ecc/ecc-and-etsi
http://cept.org/ecc/groups/ecc/wg-se/se-21/client/introduction/
http://www.cept.org/files/16100/ECC%20Strategic%20Plan%202015-2020%20web-ready.pdf
http://www.cept.org/ecc/topics/spectrum-for-wireless-broadband-5g

regulation in these bands is also being investigated to increase sharing possibilities.

By improving the accuracy of sharing studies and investigating novel techniques for
sharing spectrum, the ECC can continue to ensure efficient use of the radio spectrum,
even in today’s challenging environment of increased demand for wireless
applications.

Further reading
Additional information can be found in the following articles:

The role of Spectrum Engineering: an essential element to using spectrum efficiently,
June 2011

An introduction to SEAMCAT, July 2016

Peter Faris, Spectrum Expert, European Communications Office


http://apps.ero.dk/eccnews/june-2011/spectrum-engineering.html
http://apps.ero.dk/eccnews/july-2016/an_introduction_to_seamcat.html

eCall: getting ready for 2018

Players from the technology, motoring and emergency services world have called for
greater international cooperation ahead of the introduction of eCall in 2018. At a
public workshop, hosted by the European Communications Office in Copenhagen on
31 January 2017, a number of presenters said that all stakeholders would have to work
together to implement the motoring safety initiative.

eCall, the much-awaited, much-anticipated European road safety initiative is set to
become reality within the next year. From 31 March 2018 all "new type" cars sold in
Europe must have the eCall capability. Even before that, by 1 October 2017, all Public
Safety Answering Points (PSAPs) throughout Europe must be equipped to handle
eCalls as quickly and as efficiently as they would other calls to the pan-European
emergency number 112.

In an ECC Newsletter article in 2015, the eCall numbering challenge was introduced.
Since then, the ECC’s Working Group on Numbering and Networks (WG NaN) has
been active in its engagement with all eCall stakeholders and is currently working on

an ECC deliverable to assist in addressing the numbering challenge.

In order to fully inform this deliverable and to facilitate a much-needed and timely
dialogue on eCall interoperability challenges, a public workshop was held on 31
January 2017 at the European Communications Office in Copenhagen. The workshop
brought representatives from various stakeholders - including Mobile Network
Operators (MNOs), Original Equipment Manufacturers (OEMs), PSAP operators and
national regulatory and policy-making bodies - into one room to discuss the major
challenges and opportunities in meeting the imminent eCall deadlines.

The workshop made for a lively event with lots of debate and idea sharing.

The benefits of eCall

The eCall initiative is aimed at bringing swift assistance to drivers involved in a
collision anywhere in Europe. When a crash takes place, in-vehicle sensors are
activated and automatically call the pan-European emergency number 112. It will also
be possible for the occupant of a vehicle to make an eCall manually by pressing a
button in the vehicle. Not only will a voice connection be established with the relevant
PSAP, the PSAP will also receive other available information such as GPS


http://apps.ero.dk/eccnews/nov-2015/the-ecall.html

coordinates, vehicle heading and number of vehicle occupants over the same
communications channel. It will provide the PSAP with much more information to
facilitate an appropriate and timely response to the incident.
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Indeed, eCall will have far-reaching implications, not just for the transport industry but
for emergency services, the tech sector and the general public. It has the potential to
save up to 2,500 lives annually. It is estimated that it can reduce the severity of road
traffic injuries by 10-15% and can cut emergency response times by up to 50% in rural
areas. Financially, it could save the European economy €20 billion annually.

Progress to date

Discussions around eCall have been taking place since 2004 when standardisation
initiatives were commenced, as speaker David Williams of Qualcomm pointed out
during the workshop. Both the European Telecommunications Standards Institute
(ETSI) and the European Committee for Standardization (CEN) have developed
technical standards for eCall in the intervening period.

In order to address and identify the interoperability challenges, HeERO, the three-year
Harmonised eCall European Pilot project, gathered 40 partners from across Europe to
prepare for the deployment of the necessary infrastructure that would make eCall a
reality. These projects (HeERO and HeERO 2) analysed the feasibility and robustness
of the eCall service with pilot installations on both the PSAP and vehicle side.



eCall History — What happened so far ...

2005: 2008:
European eCall modem
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Understanding but later started a process of legislation to force eCall
deployment.

(Source: David Williams, Qualcomm)

A further, and currently ongoing project, [ HeERO draws directly from the results of
the HeERO projects and is aimed at the preparation of the PSAP infrastructure in
Member States for the deployment of eCall. It addresses explicitly the PSAP element
of the eCall roll-out and will enable the PSAP to install hardware and software
solutions that fit the necessary requirements within each Member State. The European
eCall regulations cover both conformance and performance requirements. CEN has
produced conformance standards while iHeERO 1is currently working on the
development of a set of performance indicators.

Making sure eCall works when it is needed

When eCall is finally introduced next year, regular performance tests must be carried
out to ensure that the system i1s working. OEMs will have a role in ensuring this
happens. However, Cristina Lumbreras of the European Emergency Number
Association (EENA) said performance indicators are not mandatory. "How the
conformity is certified is up to the member state and each member state has to decide
who is responsible to make the certification," she said.

Pan-European eCall (i.e. the minimum solution mandated by the regulations) is
proposed as a dormant solution which protects citizens from having their movements
tracked; privacy-by-design if you will. This means that no mobility management is
performed and the eCall device will only connect to the mobile network when it needs
to. Robert McDougall of Vodafone Group warned against failure to regularly test
"dormant" eCall systems and many participants at the workshop wondered if a vehicle
owner was to go 10 years without a crash, how would they know that their eCall still
works? Parallels were drawn with the testing of fire alarms regularly.

Richard Hill, Vision NG, echoed those sentiments during his presentation. "A dormant
system is one that is guaranteed not to work when you have the accident. I would say
the SIM in the car has to go live a minimum of once a year," he said.



Francois Fischer, senior manager with ERTICO’s Connected and Automated Mobility
team, said a common framework for testing eCall needs to be considered. If a
customer buys a car in France, puts it through the mandatory car test there, and then
sells it to someone on the second-hand car market in Germany, the car needs to be able
to go through the German car test. "A commonly agreed globally tested framework is
not only important from a cost point of view but also to create trust that everybody is
using the same rules," said Mr Fischer.

The European eCall Implementation Platform (EelP), a multi-stakeholder platform co-
chaired by the European Commission and the Member States established a task force
on periodic technical inspections (PTI). The PTI task force has produced some
findings around regular testing of eCall equipment but the work has yet to come to
fruition.

The different implementations of eCall - What do OEMs
have to gain?

Pan-European eCall is a citizen protection policy initiative in the EU. It does not offer
any commercial incentive for industry to deploy; it has to be free to the owner of the
vehicle. Yet it was clear from the workshop that the industry is on board with meeting
its regulatory obligations while taking the opportunity to leverage any benefits that
exist. For example, manufacturers are considering alternative implementations of
eCall, a departure from dormant, subscription-free pan European eCall-only services to
subscription-based, active eCall within a bundle of value added services offered as a
subscription. With this approach a third party service provider answers the initial eCall
and then conveys that call to the emergency services. This approach is referred to as
Third Party Services eCall (TPS eCall).

Pan-European eCall

TPS eCall




Guillaume Ouellette of SBD, a specialist firm in automotive technology, said that SBD
anticipates full penetration of eCall for passenger vehicles by 2024. He pointed out
that some high-end manufacturers are already ahead of the curve in installing
embedded cellular modems in their cars. Today in Europe, dedicated embedded
cellular modems are primarily fitted to premium brands, including Audi, BMW, Land
Rover, Mercedes, Porsche and Volvo and some of these already offer a TPS eCall

service.
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Interestingly, Mr Oulette informed the workshop that one of the core reasons OEMs
have implemented the connected car is not for eCall but for vehicle diagnostics, which
is a big driver. "Manufacturers want to be able to check on a vehicle without it having
to go to a dealer. So if there is a fault, they know what is going on immediately by
analysing the data from multiple vehicles in the field. Solutions can be found and
deployed quicker which on the back end helps save a lot of money on the warranty
costs," said Mr Ouellette.

So there are essentially two different variants of eCall that need to be able to co-exist.
The workshop participants broadly agreed that a single eCall in-vehicle system and
SIM module would be able to cope with both variants. Switching between these two
variants needs to be available to vehicle owners and over-the-air provisioning
technology, which allows SIM profiles to be programmed remotely, can facilitate this.
Barbara Pareglio of GSMA, which has published a specification for the remotely
provisionable embedded SIM, gave an overview of the technology and the benefits it
can offer for eCall. One of those benefits is to be able to remotely deactivate an eCall
SIM profile when a vehicle reaches end of life.

End of Life

The workshop heard that the vehicle end-of-life discussions must take place in the run
up to eCall implementation. The EelP’s task force on lifecycle management (LCM) is
analysing the end-of-life options but has yet to publish anything on dealing with



vehicles as they reach end of life. The GSMA provided an overview of the various
options being considered.

Within those discussions, the issue of number recycling must also be tackled. When
the car is taken off the road at the end of its life, there is the opportunity to recover,
quarantine and then recycle the numbering resources, which is a common approach to
efficient numbering plan management. However, as cars have a lifespan of 10 to 15
years, it will take at least 15 years for any significant number recycling opportunity to
materialise — except in the case of accident write-offs.

Vehicle Life-cycle
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PSAP-readiness

Over the past few years, MNOs have been testing the ability of mobile networks to
handle eCalls. MNOs must implement what is known as the "eCall discriminator flag",
which will equip them with the information to discriminate between eCalls to 112 and
normal emergency calls to 112. Most MNOs in Europe would claim that they have
completed this task and are eCall-ready. However extensive end-to-end testing has not
been carried out in many countries as yet. Ole Inge Wibetoe, vice president of Telenor
Group, said in countries where mobile operators have implemented the eCall
discriminator flag, but PSAPs are not yet eCall ready, the opportunity for end-to-end
testing does not exist.

One country which is eCall ready on the mobile network and PSAP side is Lithuania,
which has invested in the necessary eCall infrastructure over the last two years. Tadas
Maroscikas, of 112 Lithuania spoke at the workshop about the experience gained over
the last two years in upgrading the PSAPs. Bjorn Skoglund, SOS Alarm, the provider
of the 112 services in Sweden, said that the MNOs in Sweden have implemented the
eCall discriminator flag but SOS Alarm has not tested it yet. This is due to lack of
eCall equipment on the PSAP side.



Mr Skoglund also took the opportunity to highlight the importance that numbering
plays in PSAP operations. Caller location information and calling line identification
(CLI) are extremely important to PSAPs, according to Mr Skoglund. eCall must
provide both, he added. "It’s not unusual that emergency calls are disconnected, for
example, in cases of poor mobile coverage. In such situations it is standard operating
procedure for the PSAP to attempt a callback. We must have a valid telephone number
to make a call back," he said. Mr Maroscikas, of 112 Lithuania also emphasised the
importance of numbering and explained how the PSAP has the facility to request an
updated location from a vehicle which has made an eCall. This facility requires a
return call to be made to the vehicle which also requires a valid telephone number.

Numbering

The EelP LCM task force last year published its findings on the eCall numbering
requirements and identified a number of options. eCall will only work effectively if
cars have wide geographical mobile coverage in both the home country and any visited
countries. Every eCall device will therefore need a valid SIM card and in turn a 15-
digit E.212 International Mobile Subscriber Identity (IMSI) number for network
registration and an E.164 telephone number for voice calls. The LCM report identifies
several options including the use of national mobile numbers, national dedicated M2M
numbers and supranational or global numbers provided by ITU-T.

Vodafone and Vision NG suggested a preference for supranational numbering for eCall
given the global nature of the service. Vision NG emphasised that whatever numbering
resources are used, they must be provisioned and routable on all fixed and mobile
networks across Europe.

It is clear that different solutions are available and a fragmented approach, with a mix
of national and international numbers, is inevitable in the early days of eCall. Barbara
Pareglio of the GSMA said that we should have a robust plan for the evolution of eCall
towards full market penetration rather than trying to solve all of the issues within the
next few months in advance of the implementation deadline. "There are still some
pieces of the jigsaw missing," said Ms Pareglio.

The WG NaN Chairman, Johannes Vallesverd, in his opening remarks at the
workshop, described the work carried out by WG NaN since 2012 to make numbering
resources available for eCall. WG NaN identified that there was a need for more
flexibility in how numbering resources were assigned, which culminated in a 2014
ECC Report calling for greater innovation and flexibility in the assignment of Mobile
Network Codes and a 2016 ECC Recommendation on the extra-territorial use of E.164
numbers.


http://www.erodocdb.dk/Docs/doc98/official/pdf/ECCREP212.PDF
http://www.erodocdb.dk/Docs/doc98/official/pdf/REC1602.PDF

"The 2014 Report led to measures being taken at ITU-T level to do something about
the strictness of the eligibility criteria specified within the ITU-T E.212
Recommendation for Mobile Network Codes," said Mr Vallesverd. A revised E.212
Recommendation was adopted in 2016.

While eCall has a limited voice service it also facilitates the transfer of critical data
and can therefore be regarded as a machine-to-machine (M2M) application. Freddie
McBride, numbering expert with the ECO, said he expected an increase in the extra-
territorial use of E.164 numbers as eCall is deployed. Mr Vallesverd agreed:
"Extraterritorial use of numbers is happening all the time. You can’t stand on the
border and stop it."

Numbering resources are traditionally assigned for interpersonal communication
services and that’s on a national market by national market basis. With the introduction
of services like eCall and other machine-to-machine (M2M) type services, that
national approach is being challenged as these types of services are inherently global.
WG NaN is currently working on developing proposals for international cooperation
that would increase transparency in the extra-territorial use of E.164 numbers. The
working group is also preparing a report on the regulatory aspects of over-the-air
provisioning of SIM profiles.

The issue of number portability and its relevance for eCall and other M2M type
services was also discussed. Many participants in the workshop did not see the need
for number portability as the numbers are not customer facing or known by the end
users but it still remains a regulatory obligation in European legislation.

A consensus?

The workshop heard from insightful speakers on a day that provided a platform for
much needed debate among all the relevant eCall stakeholders. Not everyone was
confident that the eCall deadlines can be met but one issue that most workshop
participants were agreed upon was the need to have close dialogue between regulators,
telcos, car manufacturers, connectivity providers and PSAPs. Robert McDougall of
Vodafone Group said there was a real "interdependency" between the various
stakeholder groups that need to work together to make eCall a reality.

There was pretty much a consensus at the event that while a lot has been done to make
eCall a reality, there is a lot more to do before the fast-approaching deadlines. The
ECC will play its part in this dialogue by providing guidance on the numbering aspects
in the form of an ECC Recommendation as well as on any issues that arise regarding
caller location information. It is this close dialogue that will assist eCall along in its
journey to delivery.



Freddie McBride, Expert in Numbering & Networks, European Communications
Office



